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First OAuth pentest

2014



Keycloak Pentest 

2017



Joined the defensive side

2019



What This Talk is About ?

• Common issues when using OAuth/Keycloak

• Real-world OAuth abuse scenarios

• The future of OAuth



Whoami ?

• Abdessamad TEMMAR

• Application Security Engineer

• Ex-full time Pentester

• Certified CEH / CEI / OCSP

• OWASP Contributor

• Maintainer KC Academy !



What is OAuth?

End-User Client

Authz server

Resource Server



Now you shall pass !



Tokens



3 types of tokens

ID Token Access Token Refresh Token



Where Do We Store Tokens?



Browser-based apps

LocalStorage SessionStorage

https://victim.app





Attack #1 – XSS & Token Exfiltration

Source : hackerone



Token Exfiltration

LocalStorage SessionStorage
Malicious 

server

API Backend

https://victim.app



Demo !



Attack #2 – Malware & Discord Case



Attack #2 – Malware & Discord Case



Sin #1 – Insecure Token Storage

• Storing tokens in unsafe locations invites attacks

• No direct control over self-contained tokens

• Worse when OAuth scopes are misconfigured



Token Upgrade

Malicious server



Token Upgrade

Malicious server

Keycloak IdP

Initial Token New Token



Token Upgrade

API Backends

Malicious server

Keycloak IdP

Initial Token New Token



Sin #2 – Misconfigured OAuth Scopes



FullScopeAllowed



Why it’s dangerous ?



Why it’s dangerous ?



Why it’s dangerous ?



The offline_access scope



The offline_access scope



The offline_access scope



What’s next ?

API Backends

Malicious server

Pass the 
token !



Sin#3 : Lack of audience validation



What is Audience?



Real-World Case – Vidio Incident



Real-World Case – Vidio Incident



Real-World Case – Vidio Incident



What’s next ?

• Identity Provider Integration Risks

• When vulnerabilities come from external identity providers





Identity Brokering

Users SaaS platform
Keycloak

Users can select from the list of 
social providers 



Identity Brokering

User

SaaS platform
Keycloak

External IdP

Token - Ext

Token - KC

1

2

3



Identity Provider Mappers



Identity Provider Mappers

Keycloak

Token - Ext Token - KC

{

  "iss": "https://idp.external.com",

  "sub": "XXXXXXXXXX",

  "email": "alice@example.com",

  "given_name": "Alice",

  "family_name": "Smith",

  "iat": 1708368000,

  "exp": 1708371600

}

{

"iss": "https://idp.keycloak.com",

"preferred_username": "alice@example.com",

"email": "alice@example.com",

"first_name": "Alice", 

"last_name": "Smith",

"issued_at": 1708368000,

"expires_at": 1708371600

}



The nOAuth Attack

1️⃣  Trust the "email" claim for user verification.

2️⃣  Automatically set existing user enabled



Microsoft Identity Provider



Exploiting the nOAuth Vulnerability



But …



The nOAuth Vulnerability

• Demo



Sin #4 : Binding Identities with Mutable 
Attributes





Sin #5 – Using Outdated Protocols/Libraries

• Some apps still use OAuth Implicit Flow

• Security risks persist in production environments



Summary

Token Exfiltration Scope Upgrade Pass the Token

Mutable Claims Attack Exploit deprecated grants



Summary in one attack chain

https://victim.app

API Backends

Malicious server Keycloak IdP Malicious IdP

Victim User



Future of OAuth



Say hello to OAuth 2.1 !



Say hello to OAuth 2.1 !



Attack mitigated

Token Exfiltration Scope Upgrade Pass the Token

Mutable Claims Attack Exploit deprecated grants



Demonstration of Proof of Possession (DPoP)



Attack mitigated

Token Exfiltration Scope Upgrade Pass the Token

Mutable Claims Attack Exploit deprecated grants



New draft



New draft



New draft



BFF pattern

Source : https://auth0.com/blog/the-backend-for-frontend-pattern-bff/



Attack mitigated

Token Exfiltration Scope Upgrade Pass the Token

Mutable Claims Attack Exploit deprecated grants



Important takes

• Avoid browser token storage > adopt BFF pattern

• Avoid permissive scopes > Token Exchange feature 

• Leverage DPoP to add Sender-constrained

• Use immutable claims for identity mapping

• Leverage Security profiles to enforce secure settings



Thank you !


	Slide 1: Five 💀 Deadly Sins  When Using Keycloak for SSO
	Slide 2
	Slide 3
	Slide 4
	Slide 5: What This Talk is About ?
	Slide 6: Whoami ?
	Slide 7: What is OAuth?
	Slide 8: Now you shall pass !
	Slide 9: Tokens
	Slide 10: 3 types of tokens
	Slide 11: Where Do We Store Tokens?
	Slide 12: Browser-based apps
	Slide 13
	Slide 14: Attack #1 – XSS & Token Exfiltration
	Slide 15: Token Exfiltration
	Slide 16: Demo !
	Slide 17: Attack #2 – Malware & Discord Case
	Slide 18: Attack #2 – Malware & Discord Case
	Slide 19: Sin #1 – Insecure Token Storage
	Slide 20: Token Upgrade
	Slide 21: Token Upgrade
	Slide 22: Token Upgrade
	Slide 23: Sin #2 – Misconfigured OAuth Scopes
	Slide 24: FullScopeAllowed
	Slide 25: Why it’s dangerous ?
	Slide 26: Why it’s dangerous ?
	Slide 27: Why it’s dangerous ?
	Slide 28: The offline_access scope
	Slide 29: The offline_access scope
	Slide 30: The offline_access scope
	Slide 31: What’s next ?
	Slide 32: Sin#3 : Lack of audience validation
	Slide 33: What is Audience?
	Slide 34: Real-World Case – Vidio Incident
	Slide 35: Real-World Case – Vidio Incident
	Slide 36: Real-World Case – Vidio Incident
	Slide 37: What’s next ?
	Slide 38
	Slide 39: Identity Brokering
	Slide 40: Identity Brokering
	Slide 41: Identity Provider Mappers
	Slide 42: Identity Provider Mappers
	Slide 43: The nOAuth Attack
	Slide 44: Microsoft Identity Provider
	Slide 45: Exploiting the nOAuth Vulnerability
	Slide 46: But …
	Slide 47: The nOAuth Vulnerability
	Slide 48: Sin #4 : Binding Identities with Mutable Attributes
	Slide 49
	Slide 50: Sin #5 – Using Outdated Protocols/Libraries
	Slide 51: Summary
	Slide 52: Summary in one attack chain
	Slide 53: Future of OAuth 
	Slide 54: Say hello to OAuth 2.1 !
	Slide 55: Say hello to OAuth 2.1 !
	Slide 56: Attack mitigated
	Slide 57:  Demonstration of Proof of Possession (DPoP)
	Slide 58: Attack mitigated
	Slide 59: New draft
	Slide 60: New draft
	Slide 61: New draft
	Slide 62: BFF pattern
	Slide 63: Attack mitigated
	Slide 64: Important takes
	Slide 65: Thank you !

