A look at Keycloak from
the IAM Point of View
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at actually does Keycloak?

25 keycloak.org

ﬁ‘QYCLOAK Guides Docs Downloads Community Blog

e

. user federation, strong authentication, user management,
zation, and more.

Get Started Download

Single-Sign On
Users authenticate with Keycloak rather than individual applications. This means that your applications
don't have to deal with login forms, authenticating users, and storing users. Once logged-in to Keycloak,

users don't have to login again to access a different application. Sign in to your account

Usarname or emall

This also applies to logout. Keycloak provides single-sign out, which means users only have to logout
once to be logged-out of all applications that use Keycloak.




What actually does Keycloak?
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Red Hat Single Sign-On

Red Hat Single Sign-On provides Web single sign-on and identity federation based on
SAML 2.0, OpenlD Connect and QAuth 2.0 specifications.

Red Hat Single Sign-On 7.6 is the last planned
feature release for version 7

Maintenance of all releases of version 7 will be available through regular, cumulative patch updates in the 7.6
release, according to the lifecycle policy. You can migrate Red Hat Singl- Sign-On to Red Hat build of Keycloak.

Go to Red Hat build of Keycloak >

Browse the latest documentation  seeteversen ~



What actually does Keycloak?
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Red Hat build of Keycloak

Red Hat build of Keycloak is a cloud-native Identity Access Management solution based
on the popular open source Keycloak project. Red Hat build of Keycloak replaces any
planned future releases of Red Hat Single Sign-On. You can migrate Red Hat Single
Sign-0On to Red Hat build of Keycloak now.

Download

Browse the Iatest documentation Select a version ¥

Release Notes Red Hat build of Keycloak Component Getting Started Guide Server Guide

Details
Release Motes for Red Hat build of Keycloak Supported Configurations and Compenent Details Installing Red Hat build of Keycloak Managing the Red Hat build of Keycloak Server
Migration Guide Securing Applications and Services

Guide

Migrating to Red Hat build of Keycloak Using Red Hat build of Keycloak




And what was |AM about?

|dentification

Authentication

Autorisierung



ldentity and Access Management \.’
ldentity Governance and Administration

IAM und IGA “feature” categories

ldentity
Management &
Administration

Access Access Access
Management Governance Intelligence



JAM Use Cases \7

Scenarios with specific requirements Industries with specific requirements
* Enterprise / Workforce IAM * Healthcare
* B2B Customer |IAM * Education

Public Administration
NGOs, Clubs, Associations

B2C Customer IAM (CIAM)
|AM for IOT

OnPrem vs. Cloud



ldentity Management und Administration \.7
1. Category

Management of the identity objects

 Central Identity Store / Meta Directory
* Lifecycle Management

« Organizational Management
 Credentials Management

* Provisioning



ldentity Management und Administration \.7
Keycloak Check

Management of the identity objects

 Central User Store / Meta Directory v
+ Lifecycle Management ?

» Organizational Managemente/
 Credentials Management v

» Provisioning X



Access Management
2nd category

User |dentification und Authentication

e Single Sign On

* Secure access to web applications
* Secure access to APls
 Multifactor Authentication

+ Adaptive Authentication

* |dentity Brokering

* Social Logins



Access Management
Keycloak Check

User |dentification und Authentication

e Single Sign On v

* Secure access to web applications
» Secure access to APls &/ ?

» Multifactor Authentication «/?
 Adaptive Authentication Y ?

» |dentity Brokering &/

* Social Logins &/

v



API Exploit

November 2022
T-Mobile US



API Exploit

41 days
37 million customers affected

"limited set of customer account data”

(name, billing address, email, phone number, date of birth)



Access Governance
3rd category

 Assignment and withdrawl| of authorizations
* Lifecycle Management for authorizations
* Access control mechanisms (e.g. RBAC, PBAC)

e Workflows
e Access Recertification



Access Governance
Keycloak Check

v X

 Assignment and withdrawl| of authorizations

« Lifecycle Management for authorizations X

* Access control mechanisms (e.g. RBAC, PBAC)
v

- Workflows X

* Access Recertification €



Access Intelligence & Risk Mitigation \.7
4t category

Q: Do all users really only own the right authorizations, and only the once they
actually need?

» Segregation of Duty
* Monitoring, Auditing und Reviewing

 Role Mining

* Privileged Access Management (PAM)



Access Intelligence & Risk Mitigation \.7
Keycloak Check

Q: Do all users really only own the right authorizations, and only the once they
actually need?

Segregation of Duty Y

Monitoring, Auditing und Reviewing 9
Role Mining X

Privileged Access Management (PAM) X



NIS2 — Identity Security N4

"Cyber Hygiene” for users and infrastructure nach “Stand der Technik” — State
of the Art

e /ero Trust
e Secure Authentication
* Audit & Reporting



Enterprise / Workforce |IAM

e Lifecycle Management

» Governance

Organizational structures

Externen & Partner Management

Risiko Management
PAM



Ransomware Attack

Mai 2021
Colonial Pipeline



Ransomware Attack \’

“Legacy Virtual Private Network (VPN) system,
unused but active,
that did not have multifactor authentication in place”



Ransomware Attack \’

VPN login belonged to an employee believed to be inactive.
The firm noted that the employee "may have used" the password
on a different website that was previously compromised.



B2B Customer |[AM

Einsatz zur Verwaltung von Kundenorganisationen und Kundenuser

» Customer organizations, tenants
* Delegated administration: customer self service

 Automated user provisioning (SCIM)
e Onboarding

* Scaleability



B2C Customer |AM

Einsatz zur Verwaltung von Endkunden

* Effortless and seamless user onboarding
* Social Logins

» Consent Management (GDPR, CCPA)

« SSO (Einmalanmeldung)

+ Adaptive Authentication

* Threat detection

* Scaleability



Credentials Stuffing Attack

May 2023
23andme.com



Credentials Stuffing Attack

5 Monate lang unentdeckt
14000 gehackte Accounts

6.9 Millionen Kunden betroffen



IAM 1ir IOT Anwendungsfalle N4

Einsatz zur Verwaltung von Geraten
* Sichere Gerateauthentifizierung
« Usergebundene Gerate?

* Messstationen?



Branchenspezische IAM

Anforderungen

* Bildungswesen
* Viele unterschiedliche Nutzergruppen

« Komplexe Gruppenstrukturen mit
Jahrgangen, Kursen

« Heterogene Applikationslandschaft

. Inteﬁration in Bildun?snetzwerken
(DFN, eduGAIN, VIDIS)

* Healthcare
« Datenschutz: Patientendaten
* Heterogene Usergruppen
* Viel Bewegung zb beim Pflegepersonal

« Externe User, z.b. Niedergelassene Artze,
Labore

* GesundheitsID: digas, E-Rezept etc.

e NGOs und Vereine

* Heterogene Nutzergruppen

Abbildung von Strukturen, Team
Administration

Bestatigungsprozesse
Kosten
IT Fachkenntnisse

 Offentliche Verwaltung
« Komplexe Foderale Strukturen
e |T Grundschutz
* Verschlussachen
* Revisionssicherheit

4



Wo gibt’s also was
zu entwickeln?

Life Cycle Management flr Benutzer

Life Cycle Management fur Berechtigungen
* Rezertifizierungen

Genehmigungsworkflows

Provisionierungsmechanismen (nur just in time per Token)

e Reconcilation
« SCIM Support

Support fir SAML / OIDC Federation
* Anbindung DFNAAI / eduGAIN
« Oder z.B. fir DiGAs (Anbindung Gematik / GesundheitsID)

Mechanismen zur Adaptive Authentifizierung

Detektion von Angriffen



Ausblick: IAM Trends \’

Digital ID

Zero Trust Security: Never Trust, Always Verify

Biometric Authentication: Device based, Fingerprint, FacelD

Al: Adaptive Authentication, Anomaly Detection, Role Mining, User Profiling

Fokus auf User Experience -> Anmeldeprozesse einfacher und sicherer
gestalten
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