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Overview

The OpenID Shared Signals Framework (SSF) provides a standardized 
approach for identity systems to communicate events in a trusted way 

between parties to improve security and user experience.

Goals

● Enable real-time communication of critical security events
● Reduce complexity by standardizing event formats and delivery mechanisms
● Enhance interoperability across identity systems
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https://openid.net/specs/openid-sharedsignals-framework-1_0.html
https://openid.net/wg/sharedsignals/


Credits to AppOmni  / Okta
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Enhancing SaaS Security with SSF

https://appomni.com/blog/closing-security-gaps-with-appomni-and-okta/


SSF Usage Examples

● Real-Time Session Revocation
Revoke sessions instantly when risk conditions change, ensuring real-time 
access control.

● Compromised Account Alert
Notify Keycloak when an IdP detects account compromise, triggering security 
measures.

● Automated User Deprovisioning
Sync user lifecycle events to revoke access upon termination, preventing 
orphaned accounts.
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SSF Building Blocks

● Transmitter
System generating and emitting an 
Security event, e.g. an Identity Provider.

● Receiver
System consuming the event, 
e.g., a Service Provider.

● Stream
Logical subscription for a set of events
managed by a Receiver, but stored on a Transmitter

6

Secure WebHook



Event and Subject Format

SET (Security Event Token) RFC 8417
● A JSON Web Token (JWT) based format for conveying security-related events.
● Includes event type, event payload, subject identifier, and metadata.
● Signed by SSF Transmitter for Non-repudiation and Integrity Protection
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Subject Identifiers RFC 9493
● A standardized way to identify entities across systems.
● Can be a person, device, group or organization, etc.
● Types of Subject Identifiers: iss_sub, email, phone_number, opaque, etc.

https://www.rfc-editor.org/rfc/rfc8417.html
https://www.rfc-editor.org/rfc/rfc9493.html
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Security Event Token Example



Event Profiles: CAEP, RISC

CAEP (Continuous Access Evaluation Protocol) 1.0 - draft 03
● SSF profile that enables continuous monitoring and evaluation of access decisions.
● Example events: session-revoked, token-claims-changed, risk-level-changed
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RISC (Risk and Incident Sharing and Coordination) 1.0 - draft 02
● SSF profile focused on disaster mitigation and is related to security risks and incidents.
● Example events: credential-compromised, credential-change-required, account-disabled, etc.

Event Profile = A set of event definitions

https://openid.github.io/sharedsignals/openid-caep-1_0.html
https://openid.net/specs/openid-risc-profile-specification-1_0.html


SET Delivery Options: Push and Poll

● Push Model RFC 8935
○ Push-Based Security Event Token (SET) Delivery Using HTTP
○ Transmitter sends events to Push-endpoint on Receiver via HTTP POST
○ Enables Real-Time Event Delivery
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● Poll Model RFC 8936
○ Poll-Based Security Event Token (SET) Delivery Using HTTP
○ Receiver periodically fetches events from the Transmitter’s Poll-endpoint.
○ Enables Async Event Delivery

https://www.rfc-editor.org/rfc/rfc8935.html
https://www.rfc-editor.org/rfc/rfc8936.html


SSF 
Protocol
Stack

11

JOSE (JWT, JWE, JWS, etc.)
RFCs 7515-7519

Security Event Token
RFC 8417

Push-based 
Delivery
RFC 8935

Poll-based 
Delivery
RFC 8936

Subject 
Identifiers
RFC 9493

Shared Signals Framework (SSF)
Implementers Draft

CAEP Profile
Implementers Draft

RISC Profile
Implementers Draft

CAEP Interop 
Profile

Implementers Draft



SSF Summary
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● Asynchronous Publish/Subscribe Webhook Framework
● Stream of Security Event Tokens (SETs) - JWT format
● Subject identification (e.g. User, Group, Org, Tenant)
● Event Stream Management
● Push & Poll Delivery/Transport with Acknowledgement

Shared Signals Framework

Session Management Events

● Session Revoked
● Token Claims Changed
● Risk Level Changed
● …

Continuous Access Evaluation 
Protocol (CEAP)

Account Security Events

● Account disabled
● Account suspended
● Credentials Compromised
● …

Risk Incident Sharing and 
Coordination (RISC)

Entity Provisioning Events

● Account Created
● Account Updated
● Account Deleted
● …

SCIM Events

Credits Sailpoint



Relationship between SSF and SCIM

● SCIM (System for Cross-domain Identity Management)
○ Standard for managing identity information across domains.
○ Events in SCIM (e.g., user creation, deletion, suspension) complement SSF Events.

● Key Difference
○ SCIM focuses on User Lifecycle Management
○ SSF (CAEP, RISC) addresses security and risk-related event sharing.

● Integration with SSF
○ SSF as transport layer for SCIM Events for sharing lifecycle events.
○ SCIM Profile for Security Event Tokens IETF Draft

13

https://scim.cloud
https://www.ietf.org/archive/id/draft-ietf-scim-events-07.html


Shared Signals Framework Adopters (*)

● AppOmni
● caep.dev
● Cisco
● Delinea
● Google
● IBM
● Jamf
● Okta **
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● Omnissa
● SailPoint
● Saviynt
● SGNL
● Thales
● WinMagic
● Apple **

*) based on Participation survey at Gartner IAM SSF Interop Event January 2025 or **) Product Documentation

https://help.okta.com/oie/en-us/content/topics/itp/configure-shared-signal-provider.htm
https://support.apple.com/en-my/guide/apple-business-manager/axmfcab66783/web
https://openid.net/shared-signals-interoperability-at-gartner-iam/


SSF Support for Keycloak

● Keycloak as SSF Transmitter
○ Keycloak could emit CAEP/RISC events to interested parties (IdP Broker, SaaS apps)
○ Keycloak could notify “child” Identity providers about account changes, suspension
○ Challenges ****

i. Stream Management and Scalable Event Storage
ii. Polling / Push Infrastructure
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● Keycloak as SSF Receiver
○ Keycloak can receive / fetch CAEP/RISC/SCIM events from trusted parties
○ Identity Providers could propagate Session revocations, Account removal/suspension
○ Challenges ***

i. SSF Stream Management Client
ii. Event Ingestion and Event-Handling Infrastructure

(This Talk)



Architecture:Keycloak as SSF Receiver
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Identity Provider
or 

Security Appliance



Keycloak Shared Signals Framework Extension Demo

17

Repository with PoC: https://github.com/identitytailor/keycloak-ssf-support 

https://github.com/identitytailor/keycloak-ssf-support
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https://caep.dev


Shared Signals Framework (SSF) Summary

● SSF standardizes real-time event delivery for identity systems.
● Continuous Access Evaluation and Compromised Account 

Mitigation demonstrate its practical impact.
● SET, RISC, and CAEP, along with flexible and secure delivery 

mechanisms, can enable robust event sharing.
● SSF and SCIM can work together to improve both identity lifecycle 

management and security operations.
● SSF Receiver Support can be added as an extension to Keycloak
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Question

“Would SSF support add valuable to your 
Keycloak based Environments?”

 
● As a Keycloak Extension?
● As part of Keycloak?
● As a separate Appliance?

20



Questions?                          ❤
Feedback?

Contact: thomas@identity-tailor.de

Thank you!

mailto:thomas@identity-tailor.de


Event Profiles: CAEP, RISC

CAEP (Continuous Access Evaluation Protocol) 1.0 - draft 03
● SSF profile that enables continuous monitoring and evaluation of access decisions.
● Example events: session-revoked, token-claims-changed, risk-level-changed
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CAEP Interoperability Profile 1.0 - draft ID01
● CAEP profile that enables interoperability between connected parties
● Limits options for transmitters and receivers

RISC (Risk and Incident Sharing and Coordination) 1.0 - draft 02
● SSF profile focused on disaster mitigation and is related to security risks and incidents.
● Example events: credential-compromise, credential-change-required, account-disabled, etc.

https://openid.github.io/sharedsignals/openid-caep-1_0.html
https://openid.net/specs/openid-caep-interoperability-profile-1_0-ID1.html
https://openid.net/specs/openid-risc-profile-specification-1_0.html

